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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 
Listing of Claims: 



1 1 . (Previously presented): An electronic authentication method comprising: 

2 in a first information processing apparatus, receiving a request for contents from a 

3 second information processing apparatus; 

4 in response to said request, g enerating an id e ntifi e r encryption key and an access 

5 n umber that is-are associated with said requested contents in a first information proc e s s ing 

6 apparatus ; 

7 producing enhanced content comprising said requested contents, said encryption 

8 key, and said access number; 

9 combining said cont e nts and said id e ntifi e r to produc e e nhanc e d cont e nt; 

10 transmitting said enhanced content to a -said second information processing 

1 1 apparatus; 

12 presenting said enhanced content to a user at said second information processing 

13 apparatus , said id e ntifi e r b e ing combin e d with said cont e nts in a mann e r that it is visually 

14 imp e rc e ptibl e to said us e r ; 

15 in said second information processing apparatus, accessing said encryption key 

16 and said access number from said enhanced content; 

17 receiving user data in said second information processing apparatus and in 

1 8 response thereto producing input data from said user dat a, including obtaining said id e ntifi e r 

19 from said e nhanc e d cont e nts , wherein at least some of said input data is encrypted with said 

20 encryption key, said produc e d bas e d on said id e ntifi e r ; and 

21 transmitting said input data from said second information apparatus to said first 

22 information apparatus as received input data[.] a 

23 wherein said first information processing apparatus can authenticate legitimacy of 

24 said received input data based on said access number. 
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2^3. (Canceled) 



1 4. (Currently amended): An electronic authentication method according to 

2 claim 3J_, wherein: said embedded encryption key is a public key; said received input data is 

3 decrypted using a private key associated with said public key; and said public key and said 

4 private key are generated in said first information processing apparatus. 

1 5. (Currently amended): An information processing method comprising: 

2 generating an encryption key and an access number that are associated with 

3 id e ntifi e r for contents; 

4 creating an access information record corresponding to said encryption key and 

5 said access number; 

6 storing said id e ntifi e r as a s tor e d id e ntifi e r; 

7 g e n e rating a s e cond id e ntifi e r; 

8 incorporating said id e ntifi e r encryption key and said access number into s eeend 

9 id e ntifi e r with said contents to produce enhanced contents such that when said e nhanc e d cont e nts 

10 is display e d to a us e r, said id e ntifi e r and said s e cond id e ntifi e r ar e visually imp e rc e ptibl e; 

1 1 transmitting said enhanced contents to an external apparatus; 

12 receiving received data from said external apparatus , said received data including 

13 a user-provided access number, at least a portion of said received data being encrypted with said 

14 encryption key ; 

15 decrypting said received data; and 

16 deleting said access information record based on whether said received data could 

17 be decrypted and based on a comparison with said access number and said user-provided access 

18 number. 

19 acquiring an acquir e d id e ntifi e r for said cont e nts; and 

20 carrying out proc e ssing bas e d on said r e c e iv e d data and invalidating said stor e d 

21 id e ntifi e r if said acquir e d id e ntifi e r match e s said stor e d id e ntifi e r. 



6£7. (Canceled) 
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1 8. (Previously presented): An electronic authentication system comprising a 

2 first information processing apparatus and a second information processing apparatus wherein: 

3 said first information processing apparatus comprises: 

4 a means for generating an id e ntifi e r for encryption key and an access 

5 number associated with first contents; 

6 a storage means for storing a record that corresponds to said encryption 

7 key and said access numbe r at l e ast a first portion of said identifi e r as a stor e d id e ntifier ; 

8 and 

9 a means for transmitting enhanced contents and said id e ntifi e r to said 

10 second information processing apparatus, including e mb e dding m e ans for e mb e dding 

1 1 said id e ntifi e r in said cont e nts to produc e said enhanced contents comprising said first 

12 contents, said encryption key, and said access number ; 

13 said second information processing apparatus comprises: 

14 a means for inputting user data, including means for displaying received 

15 enhanced contents such that said id e ntifi e r is not visually p e rc e ivabl e by a u se r ; and 

16 a means for transmitting said user data and said identifier to said first 

17 information processing apparatus as input data, wherein said input data is generated by 

1 8 proc es sing encrypting said user data and includes said access numbe r s aid first portion of 

19 said id e ntifi e r bas e d on a s e cond portion of said id e ntifi e r ; and 

20 there is further provided in said first information processing apparatus a 

21 processing means for authenticating legitimacy of said input data received by said first 

22 information processing apparatus and deleting said record based at least on a comparison of said 

23 access number and said access number contained in said received input data invalidating said 

24 stor e d id e ntifi e r if said first portion of said id e ntifi e r contain e d in said input data match e s said 

25 stor e d id e ntifi e r . 

1 9. (Previously presented): An electronic authentication system according to 

2 claim 8, wherein said second information processing apparatus further comprises an acquirement 
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3 means for acquiring said id e ntifi e r encryption key and said access number from said received 

4 enhanced contents. 



1 10. (Previously presented): An electronic authentication system according to 

2 claim 8, wherein said second portion of said identifier is an encryption key; and said first 

3 information processing apparatus further comprises a reception means for receiving an identifier 

4 encrypted by using said encryption key and decrypting said encrypted identifier. 

1 11. (Currently amended): An information processing apparatus comprising: 

2 a generation means for generating an identifier for contents, said identifier 

3 comprisin g and encryption key and an access numbe r a first part and a s e cond part ; 

4 a storage means for storing at least said first part of said identifier as a stored 

5 identifier; 

6 a transmission means for transmitting enhanced content comprising said contents 

7 and said identifier to an external apparatus as e nhanc e d cont e nts , wh e r e in s aid e nhanc e d cont e nts 

8 compris e s said id e ntifi e r e mb e dd e d in said cont e nts such that upon displaying said e nhanc e d 

9 cont e nt s to a us e r, said identifi e r is substantially visually imp e rc e ptibl e; 

10 a reception means for receiving received data from said external apparatus , said 

11 received data comprising a user-provided access number and a portion that has been encrypted 

12 using said encryption key ; 

1 3 an acquirement means for acquiring an acquir e d id e ntifi e r said user-provided 

14 access number from said received data; and 

1 5 a processing means for carrying out proc ess ing bas e d on said r e c e iv e d data and 

16 invalidatin g deleting said stored identifier if said acquir e d id e ntifi e r user-provided access number 

17 matches said stor e d id e ntifi e r access number . 

12. (Canceled) 

1 13. (Currently amended): An information processing apparatus according to 

2 claim 11, wherein s e cond portion of said id e ntifi e r is an e ncryption k e y; and there is further 
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3 provided a reception means for r e c e iving an id e ntifier e ncrypt e d by using said e ncryption k e y 

4 end-decrypting said portion of said receive d data that has been encrypted e ncrypt e d identifi e r . 



1 14. (Currently amended): An information processing apparatus comprising: 

2 a contents requesting means for requesting an external information processing 

3 apparatus to transmit contents; 

4 a reception means for receiving said requested contents, an identifier comprising 

5 an encryption key and an access number being embedded in said requested contents; 

6 a display means for displaying said requested contents to a use r, wh e r e in said 

7 identifi e r is substantially visually imp e rc e ptibl e; 

8 an extraction means for extracting said identifier from said requested contents; 

9 an input means for inputting user data from a user; and 

10 a transmission means for transmitting, as secured data, said user data and a first 

1 1 portion of said identifi e r said access number to said external information processing apparatus, at 

12 least a portion of said secured data being encrypted by said encryption ke yg e n e rat e d using a 

13 s e cond portion of said id e ntifi e r . 



15. (Canceled) 
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1 16. (Currently amended): A storage medium for storing information readable 

2 by a computer, said medium characterized in that said information includes: 

3 a generation function for generating an id e ntifi e r encryption key and an access 

4 number fo r first contents; 

5 a storage function for storing a fifs ^stored identifier corresponding to said 

6 encryption key and said access numbe rp ortion of said g e n e rat e d id e ntifi e r ; 

7 a transmission function for transmitting said contents-and A said identifie r, and said 

8 access number to an external apparatus as enhanced content , wh e r e in said g e n e rat e d id e ntifi e r is 

9 e mb e dd e d in said cont e nts such that upon displaying said e nhanc e d contents to a us e r, said 

10 g e n e rat e d id e ntifi e r is substantially visually imp e rc e ptibl e; 

1 1 a reception function for receiving received data from said external apparatus , said 
' 12 received data comprising a user-provided access number and a portion that is encrypted using 

13 said encryption key : 

14 an acquirement function for acquiring an id e ntifi e r for said cont e nts said user- 

1 5 provided access number from said received data; and 

16 a processing function for authenticating legitimacy of said received data and 

1 7 invalidating said stored identifier if said acquir e d id e ntifi e r user-provided access number matches 

1 8 said stor e d id e ntifi e r access number . 

17. (Canceled) 

1 1 8. (Currently amended): A storage medium for storing information readable 

2 by a computer according to claim 16, wherein said g e n e rat e d id e ntifi e r includ e s a s e cond portion 

3 that is an e ncryption k e y; and said information further includes a function for r e c e iving said data 

4 e ncrypt e d by using said e ncryption k e y and decrypting said received e ncrypt e d data. 
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1 19. (Currently amended): A storage medium for storing information readable 

2 by a computer, said medium characterized in that said information includes: 

3 a contents requesting function for requesting an external information processing 

4 apparatus to transmit contents; 

5 a reception function for receiving said requested contents, an identifier being 

6 embedded in said contents , said identifier comprising an encryption key and an access number ; 

7 a display function for displaying said requested contents to a use r, wh e r e in said 

8 id e ntifi e r is s ubstantially visually imp e rc e ptibl e; 

9 an extraction function for extracting said identifier from said contents; 

10 an input function for inputting user data from a user; and 

11 a transmission function for transmitting, as input data, said user data and a fir s t 

12 portion of said id e ntifi e r said access number to said external information processing apparatus, a 

1 3 portion of said input data being encrypted using said encryption ke yg enerat e d using a s e cond 

14 portion of s aid id e ntifi e r . 

1 20. (Currently amended): A storage medium for storing information readable 

2 by a computer according to claim 19, wherein said s e cond portion of said id e ntifi e r is an 

3 e ncryption k e y, said medium characterized in that said information further includes a function 

4 for encrypting said user data by using said encryption key. 

1 21. (Currently amended): An electronic authentication method comprising: 

2 generating an identifier for contents in a first information processing apparatus^ 

3 said identifier comprising an encryption key and an access number ; 

4 driving said first information processing apparatus to store at least a first portion 

5 of said identifier and the present time as a storage time in a storage unit; 

6 transmitting said contents and said identifier to a second information processing 

7 apparatus as enhanced content, wherein said identifier is embedded in said contents; 

8 presenting said enhanced content to a user at said second information processing 

9 apparatus , said id e ntifi e r b e ing visually imperc e ptibl e to said us e r ; 
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1 0 inputting user data from a us e r r e c e iv e d by said s e cond information proc e ssing 

1 1 apparatus in said second information processing apparatus; 

12 transmitting, as secured data, said user data and said first portion of said 

1 3 id e ntifi e r access number contained in said enhanced content from said second information 

14 processing apparatus to said first information processing apparatus, a portion of said secured data 

15 encrypted by said encryption key contained in said enhanced content g e n e rat e d bas e d on a s e cond 

16 portion of said identifi e r ; and 

17 invalidating said first portion of said identifier stored in said storage unit if said 

18 identifier received by said first information processing apparatus is not stored in said storage unit 

19 or a time of a predetermined length has lapsed since said storage time stored in said storage unit. 

1 22. (Currently amended): An electronic authentication method, comprising: 

2 generating an encryption key and an access number that is-are associated with 

3 contents in a first information processing apparatus; 

4 embedding said encryption ke y and said access number into said contents to 

5 produce enhanced content such that wh e n said e nhanc e d cont e nt is display e d to a us e r said 

6 e ncryption k e y is substantially imp e rc e ptibl e; 

7 transmitting said enhanced content to a second information processing apparatus; 

8 displaying said enhanced content in said second information processing 

9 apparatus; 

1 0 inputting user data from a us e r that has b ee n r e c e iv e d by said s e cond information 

1 1 proc e ssing apparatus in said second information processing apparatus; 

12 obtaining said access number from said enhanced data; 

13 encrypting said user data using said encryption key to produce secured input data, 

14 including acquiring said encryption key from said enhanced content; 

15 transmitting said secured input data and said access number from said second 

16 information processing apparatus to said first information processing apparatus; and 

1 7 validating said secured input data based on said access number and b y decrypting 

1 8 said secured input data with a decryption key. 
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23. (Canceled) 



1 24. (Currently amended): An authentication method in a system in which a 

2 first computer making a request for a service is connected to a second computer rendering 

3 services via a network, requested contents being transmitted from the second computer to the 

4 first computer, data being transmitted from the first computer to the second computer associated 

5 with the contents, said method comprising: 

6 generating at the second computer an encryption key relating to the contents; 

7 generating at the second computer an access number for accessing the contents 

8 and cataloging the access number in a storage unit; 

9 embedding the encryption key and the access number in the contents to produce 

1 0 enhanced conten t so that th e acc e ss numb e r is substantially visually imp e rc e ptibl e wh e n th e 

1 1 enhanc e d cont e nt is display e d and transmitting the enhanced content to the first computer; 

12 displaying the contents at the first computer; 

13 generating secured data at the first computer by processing user-provided data 

14 with the access number fetched from the enhanced content and transmitting the secured data to 

1 5 the second compute r, some of the secured data being encrypted with the encryption key fetched 

16 from the enhanced content ; and 

1 7 at the second computer authenticating validity of the secured data based on the 

1 8 access number in the secured data and b y decrypting the secured data r e c e iv e d at th e s e cond 

1 9 comput e r with a decryption key. 

1 25. (Previously presented): An authentication method according to claim 24, 

2 wherein the encryption key is a public key and the decryption key is a private key. 

26 - 34. (Canceled) 
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